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OCHOBHBbIE HAMPABJIEHUA ON9 LUOPOBbIX PELUEHUN

LindpoBoe npoekTnupoBaHue
MHPPACTPYKTYpPbI

v VIHCTPYMEHTHI
aBTOMPOEKTMPOBAHMA

v VIHXXeHepHble Mogenu u
LndpoBble ABOVHUNKM OObEKTOB
(BIM)

Oucnetyepumsaymsg,

perynupoBaHue 1 ynpasneHue

OBMM>XeHneM rnoe3fgons

v CuCTeMbl yrnpaBneHma
OBUXKEHMEM Ha CTaHLMAX U
neperoHax

v CucTeMa MHTEePBaIbHOro
perynmpoBaHuva Ha 6ase
LdPOBOro pagMoKaHana

4 MHTeﬂﬂeKTyaﬂbHaQ CHCTEeMa
YrpaBaeHWd npouecCom
rnepeBo30K

s
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l
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KnbepsawmTta KpUTUYECKHU
BaXXHOWM MHPPACTPYKTYpPbI

v KoMmneKcHble pelleHna ana
MHPOPMALMOHHOWM K
Krbepbe3omnacHOCTM CUCTEM
ynpaBneHunsa aBxKeHnem
noe3nos.

v 3alUMTa OaHHbIX

YnpaBneHue TexobcnyXmMBaHnemM

N TeEXHOJTOTMYEeCKNMU
rnpoueccamMum

v MOHUTOPUHI MPOLLECCOB M3HOCA

MnNEKW aKCriylyataumnii

v YnpaBneHume »M3HeHHbIM

LUNMKITOM KOMIMTOHEHTOB

v MopgenupoBaHue, oOHapy»xeHue

M paspeLlleHne HapyLeHmm m
MPOUCLLECTBMMN

v  ONTUMUN3NPOBAHHOE

NCIr1oJ1b30BaHKME PeCYPCOB

v CucTteMa nogaepyKm MpuMHATMUA

peLeHmmM
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be3onacHocTb NO H I /7 S

n TEMNEMEXAHWNKA

be3onacHOCTb NPOrPAMMHOrO
obecrnevyeHms

rOCTP M3K 61508 FTOCT P 56939

OCHOBHbIE OCODEHHOCTM

OMpPEeAEAIET YPOBHM MOAHOTHI OMPEAEAIET METOAbI AOCTMXKEHMS
be3onacHocTH (SIL); kavecTtsa NO;
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Ccrnocobbl AOCTMXKEHMS SIL; COBMECTHO C NMpUKasom PCTIK
Poccumn Ne76 onpeaeAseTr cnocobbl

ONPEASAIETIPOLUECCE AOCTMXEHMS YPOBHSA AOBEPUS;
MNPEAOTBPALLLEHMS PUCKOB

CBS30QHHbIX C BbIXOAOM OMPEAEAIET MPOLLECCHI

PEAAM3YEMOTO NPOLLECCA 30 YMPOBAEHMUS YI3BUMOCTIMM U

30AQHHbIE TPAHMLLBI obecrneyeHms CTOMKOCTU U

JOYHKLLMOHMPOBAHMS. HOAEXHOCTM NPOrNPAMMHOIO
obecneyeHus.




be3onacHocTb NO H M /7 ssisanasoas

n TEMNEMEXAHWNKA

KoOMNAEKCHbIN MOAXOA,

CxoxecTu U AONOAHEHMUA
Tpe6OoBAHUM

—_— A @ CTaHAQPTHI TPEBYIOT CUCTEMHOIO MOAXOAQ K pa3paboTtke

1

i

i 3 - 7 M 6Ee30MNACHOCTU, MOAYEPKMBAS BAXKHOCTb

i | = A 0 AOKYMEHTUPOBAHUSA 1 YNMPABAEHUS MPOOLLECCAMM.

i _ Z
i  CUCTEMHbIU NOAXOA T
I L
|
1

] CoYeTaHme 3TMX CTAHAQPTOB obecneymBaeT z
1 - AN
] KOMMAEKCHbIM MOAXOA K pa3pabotke 6e30nacHOoro 9
! S
i NPOrPAMMHOIO obecneyeHus. =g
!

!

1

I AKTYOABHOCTb NcnoAb3oBaHME OOOMX CTAHAQPTOB B OAHOM MPOEKTE

1

1

i — FAPAHTUPYET COOTBETCTBME KAK TPEDBOBAHMAM Pb, TAK U

1

1

] TPEe0OBAHMAM K UMb, 4TO OCODEHHO BOAXKHO AAl CUCTEM,

1

1

i YMPOBAEHMA MNEPEBO3OYHLIM  MPOLLECCOM K ObOLLLETO

: I'lll"'-—-"".

i °
| MOBbILLEHUS YOOBHA AOBEPUI K CUCTEMOM.

1



A HMT XKEMNESHOADOPOXXHAS
ABTOMAT KA
N TENEMEXAHUKA

[NOCTOAHHOS
[om s s s s ————— IKCNAYATALMA/ | === === mmmmmee
! COMPOBOXAEHME 7 Cepmcpukaums i
v g :
[TAOQHUPOBAHME HOBbIX // S — n
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! MPOAYKTOB/PEKACMALLNM TECTUPOBAHUE/OMbITHAS 1
femmm e = . N SKCMAYyaTALMS : g
/ - .
AHOAM3 U 30ACHKE | ( O
TpeboBaHMi | (CSEEEN N AOKQ3ATEAbCTBO E
0Ee30MNaCHOCTH =
\ g
X
s | PYHKLMOHAABHOE U 5
Paspabotka % I 3
APXTEKTYPbI : MHTETPALMOHHOE :
/ ; ) TECTUPOBAHME =i
/ 1 \\
U |
U 1 \
AereEeE | : \ CTATUYECKOE,
BOETE : AMHOMMYECKOE, =i
P i Q33UHI TECTUPOBAHUE :
! I
1
{ :
l
________________________ Pa3paboTka KoAQ U L
ANMAPATHbLIX PELLIEHMMN
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yrposbl HMAC 7 s B

N TEMNEMEXAHWNKA

| YTpO3bl CBA3AHHbIE C BHEAPEHMEM 3AKAOAOK B
& MCXOAHbIE KOAbI, MCMOAb30OBAHME 3dpatty

( ! ] Yrpo3bl CBA3AHHbIE C CPEACTBAMM PA3PABOTKM

— o o o o o o o

| Yrp0O3bl CBA3AHHbIE C BPEAOHOCHbLIMU MPOTPAMMAMM
o M KBAAMADOULMPOBAHHBIMM 3A0YMbILLUAEHHMKOMM
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( ! ] YTpo3bl CETEBOM MHAOPACTPYKTYPHOM OE30MACHOCTH
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CueHapuu AeUcCTBUS T T el S S
3AOYMbBILLAEHHUKA

N TEMNEMEXAHWNKA

] PasseAka 6e3 AOCTYNA K MHAOPACTPYKTYPE

20 AKTUBHAOS PA3BEAKA (CKAHMPOBAHME, MCCAEAOBAHME
0 QOKTVIBOB)

O
o

OuBmanoH XX/O TK HIAC | 2025

3AKPENAEHME B CUCTEME (MOXET COMNPOBOXAATLCH
40 () AOATUM U3YHEHMEM C NMPUMEHEHNE NMOAXOAOB
O peBepC MHXUHUPMHIA)

5 PeaAm3aumsgd HEraTtMBHbIX MOCAEACTBUM/ CKPbITUE
CAEAOB

30 () MoAy4eHue AOCTyna (MEePBMYHASA SKCMAYATALLMS) J
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OcobenHHocTH cucTem HAC 7 ssssss -
BbIMOAHAKOLWHNX KPUTUHECKHNE NMpoLecCChbl

[Hel'lpepblBHOCTb KPUTMYECKOro npoLuecca

[CI‘IOCOGbI obecneYyeHmns AOCTOBEPHOCTH

Oususmon /O K HIMC | 2025

[Cneumolomecmﬂ APXUTEKTYPA NOCTPOEHUI CUCTEM

[TOHATME 3ALLMTHOTO OTKA3A MAM MEPEXOA B 3ALLIMTHOE
COCTOAHNE

[Kpmepmm OLLEHKM YLLLEPOQ J




[ToAXOAbI K YIPABAEHUIO 3ALLLUTOU = | | /£ ST S ﬂ

N TEMNEMEXAHWNKA

@ AETEKTUPOBAHNE N MOHMUTOPUHI — MCMOAb3OBOHME
CPEACTB OOHAPY>XXEHMSA BTOPXKEHMM

MAKCUMMAABHAOS M3OAMPOBAHHOCTb — MOUMEHEHME
CPEACTB OAHOHAMPABAEHHOM NEPEAQYM

Q

2

CEermeHTMpPOBAHME U PE3EPBUPOBAHME — MOUMEHEHME
‘ MEXCETEBbLIX SKPAHOB U PE3EPBUPOBAHMA KOHOAOB CBS3M

MCMOAb3OBAHME BCTPOEHHbIX MEXAHM3MOB 3ALLMTHI —
Q MexaHM3Mbl TexHoAoTHMYeckoro MO, cpea
dOYHKLLMOHUPOBAHMS, TEAEKOM YCTPOOMCTB

AOBEPEHHbBIE KOMMOHEHTbI — BHEAPEHME MPOLLECCOB
Oe30MNacHoOM PA3pPABOTKM

Oususmor XX/O K HIMC | 2025

0 PU3MYECKAST 3ALLMTA U KOHTPOAb — NpUMeHeHune CKYA,
TPAOHCMOPTHASN OE30MNACHOCTb

—ji’ LLEHTPAAM3OBAHHOE YMPOABAEHME

@ ObyyeHmre NepCOHAAQ — TECTUPOBAHME HA COULLIMHIOBBIE
ATAKM, COLLMAABHYIO MHXEHEPUIO




Haw onbIT 1 KOMNEeTeHUUM T o T el 4 oo Seiae

n TEMNEMEXAHWNKA

KCIIK-9A — KOMNAEKCHAS, MACLLTADOUPYEMAOS
CUCTEMA MOBbILLEHUS KMOEP3ALLMLLIZEHHOCTH;

- A
KCIK-3J1 pPeAAM3yeT QPYHKLIMN CETMEHTUPOBAHUS CETEMN,
\ ¥ 4 CPEACTBA OOHAPYXKEHMS BTOPXKEHMM U
MHBEHTAPU3ALMN CETEBbLIX OKTUBOB.
(_ UHcboamoa — Lazarus LD —
\ AP AHTUPOBAHO, HO COU3MHECKOM YPOBHE, %
obecrneymBaeTr OAHOCTOPOHHIOK NEPEAAYY AQHHbIX U -
AT 2 MMEET BCTPOEHHbIM MOHUTOPUHI COCTOAHMUS A
i -
Q'S be3onacHas pa3paboTka KAK AOYHKLIMOHOABHO TAK M e
o -(9)-©° MHPOPMALMOHHO 6€30NACHOro NPOrPAMMHOTO !

|| obecnevyenns (secure by design)

lMpoekTupoBaHUE CUCTEM B 3ALLLULLLEHHOM

. . MCNOAHEHUU

“@2{' MMpumeHeHne AoBepeHHbIX KOMMOHEHTOB,
2); obecneyeHmne AOCTYNMHOCTU M HEMPEPLIBHOCTH




Lgg PeecTpbl DCT3K Poccum

SEAEPANBHASA CNYIEA MO TEXHUUECKOMY W 3KCTIOPTHOMY KOHTPOMIO

AEEEE

Te MO Ke M BY CPEACTE 3alUMThI

i uepes Mapran

B
+ CTaTye nuuesam: feRcTBYyOWaS
OBUIECTEO € OIPEHIHEHHOR GTBETCTREHHOCTAN0 <1520 Clrmans (00O <1520 Chrwans)

Peectpbl ®CT3K Poccum

GEAEPANBHAS CIYIKBA NO TEXHMYECKOMY M 3KCNOPTHOMY KOHTPOMIO

E@Ee=

BHNACKY 13 PEECTRA Ak

A 3awmTe

Ha b NO Tex

 Craye nuuesan: fleficTeyiouan

CbiecTsn ¢ orpasse0R CTBETCTAEKHOCTI KGepTex Chrvan (0G0 KiepTex-Curan]

i PeacTpbl BCTIK Poccum

SEAEPANBHASA CNYIEA NO TEXHWYECKOMY W SKCMOPTHOMY KOHTPOSIO

Babywwsa, on 1,cTR. 3,97 3

E@e=

sawmTe

NMUueHsna Ha AeaTeNbHOCTL No

v Crarye nuueisin feHcTayIOWAR

DEAEPANBHAS CNYMEA M0 TEXHHYECKOMY M 3KCTIOPTHOMY KOHTPOSIIO
Ee=

Th NO Ke W BY CPEACTE 3alUMThl KOHDMASHUMANBHOM MHGOPMaUMK

 CTaTyc niuekare fleRcTeyowan

07-O0/B0SE1290

Ofiuiserno ¢ orpasaeiessicd oraereme ot KiepTex Chrsian (DO KinfepTex-Canian)
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BHUMQAQHME K MEAOYHAM POXAQET COBEPLLIEHCTBO, A
BOT COBEPLLEHCTBO Y)KE€ HE MEAOYb.

(MukeAaHAXeAO)

HINC// — pa3pabaTtbiBOEM AOBEPEHHLIE MPOAYKTbI AAF l
YBEPEHHOCTM B HOCTOALLLEM U OYAYLLIEM.

WKEMNESHOAOPOXXHARA
ABTOMATVKA
N TENEMEXAHVKA

MOCKBA, 3-A MATUCTPA/IbHASA YINUA. 1A

+1 (433) 301-15-20




